1/6 



10 



COMMUNICATION SYSTEM 



12 



KEY 
SCHEDULER 



CRYPTO 
DEVICE WITH 
DIFFUSER 



14 



TRANSCEIVER 



16 



FIG. 1 



2/6 



14 



INPUT STAGE 



23 



25a 



25b 



ADD UNIT 



25n- 



INTERMEDIATE 
STAGE 



Sa 



Sb 



Sn 



27a 



27b 



7 



t 



27c 



27n 



DIFFUSER 



OUTPUT 
STAGE 



32 



ROW SHIFT 



34 



COUNTER 



COLUMN MIX 



ADD UNIT 



38 



36 



FIG. 2 



3/6 



100 



START 




ROUND = 10 FOR 128 BIT KEY 
ROUND = 12 FOR 192 BIT KEY 
ROUND = 14 FOR 256 BIT KEY 



104 



102 



ADD ROUND KEY 



106a 



Sa 



108 



Sb 



106b 



7 



^]06c 



Sn 



106n 



DIFFUSER 



110 



ROW SHIFT 



ROUND = 0? 



NO 



15 



COLUMN MIX 



116 



YES 



ADD ROUND KEY 



118 



^ END ^ 



FIG, 3 



4/6 



62 



RAM LOOK-UP TABLE 








































































il 




















1 


























































HV 
































c- 



70a' 

^^-^ ^ATTTC IDI El Fl 01 
70b' 




5/6 



30" 



82a" 



80a" 




80b" 



ETFTOT 



^dh 121 H ^> 



" Hi I2I3I h -ff>f' 



^213141 h ^^' 



3 4 5 



' H5l6^7l h -^' 



^6 17 181 



' H8I9IAI H #>| 



' ha IB I CI 



' HBlClDl 1 -*^' 



C D E 



DTETF 




OOK UP TABLE 0 



OOK UP TABLE 3 

^ T T f t ^ 



OOK UP TABLE 5 



OOK UP TABLE 6 

"7 



OOK UP TABLE 7 



OOK UP TABLE 8 



OOK UP TABLE 9 



17 



OOK UP TABLE B 



OOK UP TABLE C 



OOK UP TABLED 

~7 



OOK UP TABLE E 



OOK UP TABLE F 



82p" 



OOK UP TABLE 4 



OOK UP TABLE A l ->ffl 



CF 



1 1 2 1 3 I 



€^ ^273141 



'H3I4I5I V ^^> 
^' H4l5l6l h ^> 



Y ^6 17 IB I H^ t--^ 



7 8T9 



^C|^8l9lAl^h ^> 



^q 



en 



AIBIC 



C jBlClDl h *^^ 



C iclDlEl 



C jDlElFl h '^V' 



80aa" 




6/6 



140 

START 



r 




GENERATING A PLURALITY OF FIRST I 
SIGNALS BASED UPON THE INPUT 

DATA BLOCK AND KEY DATA 
BLOCK COMPRISING A PLURALITY 

OF SUB-KEY DATA BLOCKS 



SUBSTITUTING DATA WITHIN EACH 

FIRST SIGNAL USING A 
RESPEQIVE SUBSTITUTION UNIT 



MIXING DATA TO GENERATE 
A DIFFUSED SIGNAL USING A 
DIFFUSERCONNEQEDTOTHE 
RESPEQIVE SUBSTITUTION UNITS 



PROVIDING AN OUTPUT SIGNAL 
FOR THE CRYPTOGRAPHIC DEVICE 
AFTER THE REPETIVELY LOOPING 
BACK IS COMPLETE 



144 



146 



REPETIVELY LOOPING BACK THE 
DIFFUSED SIGNAL FOR COMBINATION 
WITH A NEXT SUB-KEY DATA 
BLOCK BEFORE SUBSTITING AND 
MIXING THE DATA AGAIN 



148 



150 



